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ABSTRACT

Copy-Move method is a simple effective tampering algorithm in digital image tamper, and regarding regional
copy-move post-processing, existing detection algorithms are poor in robustness and high in time complexity. This
dissertation provides a blind detection algorithm based on integrated eigenvector. This algorithm extracts from each
image block the Tamura texture features and average gray-value information to make up integrated feature vectors
and then sortsthe feature vectorsin a dictionary sorting method, and finally cal culates the similarity among the image
blocks by using confidence distance so asto detect and |ocate any tampered regions. The experimental result suggests
that this algorithm can not only effectively detect and locate the tampered image regions but also effectively resist
multiple post-processing of regional copy-move, including rotation, Gaussian noise addition, high/low pass filtering
and JPEG compression, showing higher accuracy and lower time complexity than other algorithms.
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INTRODUCTION

In digital image tampers, a common operation iofgy and paste part of an image to override thedigor objects in
the image. Such an operation is widely applied bgedt generates no obvious change in the imagéatbgss, color,
etc. and thus will not induce visual suspicion framiewer. The passive blind detection for digitahge tamper
means to detect whether an image is tampered Wwvitte sts shooting without watermark embedded inaade.
Though most of tampers would not induce visual misp, they will inevitably cause changes in imagjatistical
properties. The tamper detection technique, sicanifi in application value, can analyze such stedisproperty
changes to judge image authenticity and integrhilerthey have no special requirements on digaaheras used for
shooting.

Recent years, the blind detection technique foitalignage tampers is now at its startup stage.r@we past few
years, some scholars worked out some of detectgmrithms concerning digital image authenticity,igfhcan be
independent of digital watermark or specific hardavand tell whether a digital image is tamperechwih the

literature [2], Fridrich presents an algorithm tliast uses overlap blocks to partition an image #men gives a
dictionary sort of the image block’s DCT quantipaticoefficient to detect a forged region producgdiby image
copy. Popescu also gives a similar algorithm tedeimage duplicate regions, which uses Principaih@onent
Analysis (PCA) for an image block to reduce its eitsions and then uses the resulting dimensionattiee feature
as the block’s feature description so as to reduedeature space dimensions. But Fridrich’s meihddr detection
on the images without being post-processed, thexéfmdequate to resist post-processing. LiterdB]jrases SIFT
operator to detect Copy-Move type of tamper, eiffiedd find out the copied-moved regions, with #tvantages of is
invariant to rotation, scaling, brightness, buhdis the demerit of larger calculation amount andtdéid anti-noise;
literature [4] uses copy-move regions’ phase cati@h to locate the copy-move regions, which cateadarger
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copy-move regions but cannot detect smaller ontesature [5] first partitions a tampered color geaand then
calculates the statistical feature value for edgraditioned blocks, thus being able to find tleg@g-move regions and
has stronger anti-noise, however larger in caledlamount too. Literature [8] extracts Tamura texfaature vector
and Literature [9] extracts Krawtehouk invariantsment feature vector, less in dimensions while wedke
post-processing resisting.

On that account, this paper proposes a tampertitetedgorithm based on image Tamura texture feadmd average
gray value information, which uses 7 attributeshef texture feature and average gray value infaomab make up

the image feature vectors, thus reducing the featactor dimensions and time complexity, and céectfely resist

multiple post-processing for regional copy and deémd locate any tampered regions.

EXPERIMENTAL SECTION

2. Relevant Feature Extraction Theoretical Knowledg

2.1 Images’ Tamura Texture Feature

The texture feature is a kind of visual featuregipendent of color or brightness, to reflect homegg in an image.
It is an inherent feature common to all objects Itkouds, trees, bricks and fabrics, containingartgnt information
of an object's surface structure and tissue asagelieir relationship with ambient environment.t@at account, the
texture feature is widely applied to content-basegige retrievals. By giving an image with certarttire, users can
search for other images with the similar texturee Teatures described by existing texture algomstane ambiguous
in physical attribute or visual characteristicgdimg to inconsistency between retrieval resultéadal perception,
thus the formed retrieval system has an unfriendr interface. In 1978, based on the psychologtcaly regarding
human visual perception of textures, Tamura, etesented Tamura expression for texture featureg @h
components of Tamura feature correspond to 6 ate#hof a texture feature in the psychological pectve, in
which roughness, contrast and orientation are egpliell in the fields of texture synthesis and imadgntification.
1) Roughness — regarding a texture mode with @iffestructures, larger sizes of primitives or fewapetitions of
primitives will cause rougher feeling to a view€he roughness can be obtained by calculating&thenean value of
an entire image:

@

2) Contrast — the brightness levels between thghtest white in the light region and the darkestcklin the dark
region within an image. A larger difference betwgerels denotes a larger contrast, and vice vérsaeach pixel
domain, calculating its statistical properties asamvalue, square deviation and kurtosis can meaker global
variable of contrast within an entire image or oggilts calculation formula is:

)

Therein, @ is the standard deviation of image gray scg{edenotes the kurtosis of image gray value, defingd b
— 4 2
a, u4/0' ; Usis the mean value of four moment€; denotes the square deviation of image gray value.

3) Orientation — used for describing how texturestt®r or concentrate along certain orientation @ahated with
textural primitive shapes and arrangement rulesarinimage, the pixels take on a pattern of straliyet or
approximate straight line in certain orientatiohpwing the characteristic of orientation. The inlageverall

orientation can be obtained by calculating the eapness withiﬂ histogram:

Fy = Z > (9= 9)H, ()

P, 3

Therein, p denotes certain peak valMg, denotes the peak range between valleys. This &agpresents the
consistency in orientation of an entire image. fdrenulas (1)-(3) derive from literature [7].
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2.2 Image Block Average gray-value Information Extaction
On the tampered grayscale image A, you can disiate@n overlap block from upper left corner todowight corner.
If the A size isMxN and the overlap block sizelis<b, you can get“vI —b+D)x(N-b+1) overlap blocks; as per

row priority, record 4 features of each image blaokl use vector to representvas(C, ,C, ,C;, C,) to calculate the
brightness component of the color image block:

Y = 0299R+ 0587G + 0114B (4)

UseC, ,C,,C; Cyto respectively record component’s features in the following 4 orientai@s formula(5) and Fig.1
shows:

C, = sum(partl) /(sum( partl) + sum( part2)) i=1,2,3,4 (5)

Fig. 1 Four disintegration modes

The feature rationality has been proved in liteatis]. Vi =(C; ,C, ,C; C,) representing image blocks’ “average
gray-value " information, equivalent to direct emt or low frequency component data, provides baetteustness for
various post-processing of regional copy tamper.

3. Image Tamper Blind Detection Algorithm Based oTexture Feature and Average gray-value Information
This algorithm selects orientation, contrast andgimess, the 3 attributes of Tamura texture feaase3 feature
vectors of an image block, together with 4 feaugetors of the block’s average gray-value inforomtihus totally 7
vectors, in the detection process as shown byithe Below:

Input image

1T detection
Dividing into result
overlapping blocks ﬂ
Tag tampering
Extract comprehensive location
characteristic vectors ‘H
of block image

Construct image
characteristic vectors U/

|

Sort matrix Uin a
dictionary way to )
matrix S

Calculate the adjacent two
rows correlation coefficient p

Fig. 2 Flowchart of the algorithm
All the experiments are done in the environmemaidows 7 system with CPU of Intel Core Quad i5B2@emory,
and Matlab 7 software. The tampered image usethéoexperimental simulation is an RGB color imageamed
through Photoshop treatment; you can do as peattbee theoretical knowledge in the following steps:

Stepl: For matrix A of image si2*N, move the sub-blocks pixel-by-pixel from uppett ledrner to lower right
corner; an overlap block sizebs¢b; for each of overlap blocks, calculate 7 featuakig as per the above theories.
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Step2: First calculate Tamura texture feature’soBmonentstys ,feon Sfair, @and then extract image block average
gray-value informatiotv; =(C, ,C, ,C; C,), finally obtain 7 feature valu€ =(fs ,feon fair ,C1,C> ,C3,Cs), and form
them into a row vectdd;, in whichi is the row vector ordet,= (M-b+1) X (N-b+1)row vectors, resulting in matrix
with dimensions of XN, in whichN is the number of each row vector.

Step3: sort matri in a dictionary way; after sorting, mark the maasSwith the same dimensionsldsmarking as
S (i=1,2,...L) which isS's no. i row; useX;, y;) to recordS sub-block coordinate at the upper-left corneresponding
toU.

Step4: mark adjacer§ and § blocks’ upper-left-corner coordinates xsf;) and §, y,)respectively; calculate the
adjacent § and § blocks’ distance difference Ly and correlation coefficient P (S.9).

Lo % =+ v -y, P

= , § and § blocks’ feature vector¥; and V;; give similarity match detection to
pearson correlation-coefficient detecting metholdging to statistics:

pls.s)= Z(S—§)(sj—§j)
©Bls-sF s -s)

(6)

it P (8,9)>T, Lnacsa are met, it is indicated that a tampered regig@résent in an image; record correspondiqg (
yi) and §;, y;); mark in white the two regions using, §;) and &;, y;) as their upper-left-corner coordinates.

RESULTS AND DISCUSSION

4. Algorithm Experimental Results & Analysis

To prove the effectiveness of the blind detectitgodthm, an experimental verification is made tsing a 256
grayscale map of 529512 size (an RGB image can be transformed int@gsgale image). By regional copy tamper
on randomly selected 200 images, conduct post-psitg of the tampered images (including rotatica€sian noise
addition, high-pass and low-pass filtering and JRI&@pression), and then compare the changes bewvagnal

blocks and tampered blocks, using formula (6) ttaimbcorrelation coefficienf (S, §). From the experimental
result, when the threshol@l is 0.95, this algorithm will have the lowest ratesfalseness and omission, so the
thresholdT is set to 0.95. During the match between adjdoiecks, if there is any overlap area between tvazkd,
they will be highly similar to each other, whichlikely to cause false report; because the blozk & 8<8, the

distance difference ié‘max> V8x8+8x8 =15; during the detection course, as the imagekédlito be treated
with unknown post-processing, the detected bloakssarely different in shape from original tampeitddcks;
according to literature [5], if a large area of gimregions are detected in an image, they amlithe tampered ones
by regional copy; the algorithm herein also regaldd as the criterion to judge image tamper. lfraage size is

512X512, we can define the region area threshol&fag P*512x512x 0'85%, Bis damage coefficient; after

tampering with regions of different size in 200 ges, we getgzs‘r’%. Meanwhile, the difference between

-S|/max(S,S) < ™
copied-moved area and original area is IimiJe%JI, J‘ &) °

4.1 Anti-rotation robustness detection

In this exper iment, with a jpeg image of 34212 selected first, tamper with the image by ugihgtoshop software;
rotate the copied regions in clockwise 0°, 90°,°1808d 270° respectively and then paste them; thaltreas Fig.3
shown below, suggests that the algorithm can ctiyreletect both the tampers without rotation andsth after
rotation.
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(d) 90°rotation (e) 180°rotation (f) 270°rotati
Fig. 3 Detection figure of different rotation angles

4.2 Anti-scaling robustness detection

In this experiment, the same image is selectedafoper. Since over-scaling may highlight the taraptite copied

region is scale down and up by 1/5 respectivelythad pasted; the result, as shown by the Fig@veduggests that
this algorithm can correctly detect the tampersertagcertain scaling.

(a)Original image (b) scale down 1/5 (c) scale up by 1/5

Fig. 4 Robustness testing of anti-scaling

4.3 Anti-noise addition and lossy compression robtrsess detections
To prove the anti-noise addition and lossy compoessobustness detections, Fig.5 is processed diftarent
Gaussian noise additio=0 62=0.001 =0 ©62=0.005 , =0 ©2=0.01, Fig.6 is processed with different Gaussian

low pass filter with 3x3 template,5x5 template,7template, and Fig.7 is added with different comgims
factors50,75,85.
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15D ,62=0.005 )We0,62=0.01

Fig. 5 Detection figure of different Gaussian noise

(a) 3x3template (b) 5% 5 template (c) 7x7 template

Fig. 6 Different templates Gaussian low-pass filteresult

(a)Quiality factor 50 (b)Quality factor 75 (c)Quality factor 85

Fig. 7.Detection figure of different quality factor

From the experimental result, after adding noisentamage, the detection can work well thoughffiesoe will slightly
decline with the increase in noise factors; theusthess regarding the high and low-pass filteriogsdnot decline
with the enlargement in templates, showing bettability; regarding the increase in compressiontdes; the
tampered regions can be correctly detected despitesponding decline in the detection effect.

4.4 Experimental result comparison and analysis

To better explain the detection accuracy, this rtigm and literature [1][2][5] give comparisonsfase reject rate
and missing rate of the tamper detection. The coisgraresult, shown in Table 1, suggests thatakgsrithm is
highly accurate in detecting the tampered regions.

Table 1 Comparison in False Reject Rate & Missing &e

Algorithm false reject rate  missing rate
Literature [1] 5% 4.1%
Literature [2] 4.5% 3.6%
Literature [5] 4.3% 2.5%
This Algorithm 3% 2.4%
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Time complexity is a bottleneck of the algorithnased on block matching. Taking a grayscale imagelak512
size, this algorithm is compared with literatur§2][5]. The comparison result, shown in Table @ggests that, with
the same block quantity and size, the feature déines extracted by this algorithm are far less tharalgorithms in
literature [1] and [2] and equal to that of litenag [5], giving a significant reduction in time cplaxity.

Table 2 Copy-Move Tamper Detection Algorithm Comprison

Algorithm Image Feature Description Sorted MatrowR  Feature Dimension  Location Precision
Literature [1] DCT& Quantization 255025 64 8x8
Literature [2] PCA&Quantization 255025 32 8x8
Literature [5] Main Transfer Vector 255025 7 8x8

This Algorithm  Texture & Average Gray-Value 255025 7 8x8
CONCLUSION

Digital image region-copy tamper is a partial tanmpgetechnique operated within one image. Becassgperation is
simple and furthermore the tampered image may agpemst true due to the consistency in brightnesise, color,
etc. within one image, this kind of tamper has bedensively applied in digital image forgery; thfare its research
is of larger practical significance. Regarding o#gcopy post-processing, existing detection algorg are poor in
robustness and high in time complexity. This disg&m provides a blind detection algorithm basednsage Tamura
texture feature and average gray-value informafidns algorithm extracts from each partitioned imdiock the
texture features and gray mean features to maketegrated feature vectors and then sorts the featectors in a
dictionary sorting method, and finally calculatles similarity among the image blocks by using Eledin distance so
as to detect and locate any tampered image reditvesexperimental result suggests that this algoritan not only
effectively detect and locate the tampered rediutslso effectively resist multiple post-procegsifiregional copy,
including Gaussian blur, additive white Gaussiais@®oJPEG compression and their mixture, thus stgpwigher
accuracy and lower time complexity in such tampegedtion.
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